How to Convert Your External BASS Password Login
Authentication to Active Directory Password Login

With the recent network upgrades for the external BASS server, BLM users can now convert their login
authentication for the external BASS server (www.bass.blm.gov) from the BASS password that needs to

be reset every 60 days to their Active Directory login. To do so, please follow these steps:

1) Log |nto external BASS usmg your current BASS password

External Production

WARNING TO USERS OF THIS SYSTEM

THIS IS A NOTICE OF MONITORING OF THE DEPARTMENT OF THE INTERIOR (DOI) INFORMATION SYSTEMS.
This computer system, including all related equipment, networks, and network devices
(including Internet access),is provided by the Department of the Interior (DOI) in accordance
with the agency policy for official use and limited personal use.

All agency computer systems may be monitored for all lawful purposes,including but not limited to,
ensuring that use is authorized, for management of the system,to facilitate protection against
unauthorized access, and to verify security procedures, survivability and operational security.
Any information on this computer system may be examined, recorded,copied and used for authorized
purposes at any time. All information,including personal information, placed or sent over this
system may be monitored, and users of this system are reminded that such monitoring does occur.
Therefore, there should be no expectation of privacy with respect to use of this system.

By logging into this agency computer system, you acknowledge and consent to the monitoring of
this system. Evidence of your use, authorized or unauthorized, collected during monitoring may
be used for civil, criminal, administrative, or other adverse action. Unauthorized or illegal
use may subject you to prosecution.
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2) After Iogglng in, click the My Profile tab in the Header menu.




3) On the My Profile, choose “Change

“BLM Application
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drop down menu.
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This menu item will load the “Authentication Type” menu.
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4) Select Active Directory — BLM on the “Authentication Type” menu
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...and click the Enable Active Directory button.
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5) After clicking the Enable Active Directory button, BASS should load a page stating that “Your
transaction is complete” in small green text.
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You should also receive an email as shown below stating that your BASS login authentication
type has been changed.

BASS: Authentication Method Change inbox ¥ &
BAS SAdmin@blm.gov 9:36 AM (5 minutes ago) - -
to me |~

Dear BASS User:

Our system indicates that on 04/22/2016, your BASS login authentication type was changed by user

"to "Active Directory - BLM." If this change was either not made by you or requested by you
please contact the BLM Help Desk. However. if this change was appropnately made please confirm that
you can login to BASS (https://www bass blm_gov/bass2/login.do) using the specified authentication
method.

Please do not reply to this email, as we are unable to respond to messages sent to this address.

6) Logout of BASS and then log back in with your Active Directory (Windows) to confirm your

password authentication change.

Notice to BASS users wanting to enable SmartCard authentication. Please read the BASS SmartCard
Authentication Setup Guide for instruction on how to enable login using their BLM issued SmartCard.

Please be aware that once SmartCard authentication has be enabled for your account it will be the
only method by which you will be able to login into BASS!

If you have any issues, please submit a Help Desk Ticket
and request that it be assigned to the BLM-BASS Remedy Team.
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