BASS - Change Authentication Type and Login Guide

NOTE: DOI users have multiple options to log into the BLM Application Security System (BASS). If you are
physically connected to a DOI network you can use a Smart Card, Active Directory, BASS password and/or a
Single Sign-On (SSO) login.

SSO login is supported by additional browsers (IE, Chrome, MS Edge), where Smart Card requires IE to login.
SSO login is always supported by DOI PCs for DOI users on the DOI network. DOI users should attempt to use
the SSO login 1° as it will automatically authenticate the user on DOI’s network without requiring a user ID,
password, or Smart Card PIN to be entered. If a SSO login attempt fails then DOI users should attempt their
backup method such as Smart Card, Active Directory (AD) Login, or BASS password.

Authenticating the Smart Card allows DOI users to log into BASS using their Smart Card and PIN via the two-
factor autentication process to access the user’s applications. If you have not setup your Smart Card
previously see the steps at the bottom of this guide for the instructions on how to change the authentication
type to enable Smart Card Authentication to gain entry to BASS.

Active Directory (AD) BASS login attempts require an AD User ID and Password to access BASS.
BASS Accounts Passwords are required for non-DOI logins and for special DOl administrative accounts.

If you are unable to login with any of the methods below, please submit a BLM National Help Desk Remedy
ticket for additional assistance. Non-DOI users will need to call 1-800-BLM-HELP (4357) to submit a ticket;
please provide your BASS ID with your ticket request to help expedite the request.
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Single Sign-On (SSO) login

1. Click Login (leave User and Password fields blank)

Internal Production

WAFRNING TO USERS OF THIS S5Y¥STEM

THIS IS A NOTICE OF MONITORING OF THE DEPARTMENT OF THE INTERIOR (DOI) INFORMATION SYSTEMS.
This computer system, including all related equipment, networka, and network devices
(including Internet acoesa), is provided by the Department of the Interior (DOI) in accordance
with the agency pelicy for official use and limited personal use.

All agency computer systems may be monitored for all lawful purposes, including but not limdted to,
ensuring that wee is auvthorized, for management of the system, to facilitate protection againat
unauthorized accesa, and to verify security procedures, survivability and operational secority.
Amy informmation on this computer system may be examined, recorded, copied, and uwsed for authorizad
purposes &t sny time. A1l infoermation, including persconal information, placed or sent ower this
ayatem may be monitored, and users of this system are reminded that such monitoring doea cocur.
Therefore, there should be no expectation of privacy with respect to use of this system

By logging inte this agency computer system, you acknowledge and consent to the monitoring of
thiz system. Evidence of your use, asnthorized or unauthorized, collected during monitoring may
bae weed for civil, criminal, administrativwe, or other adwmrse action. Unauthorized or illegal
use may subject you to prosecution.

User:

Password:
m User SmartCard

DOl USERS ONLY: BASS mew suppores 550 (Single Sign-0n) bgin without reguiring 2 usemame and password. Te log in leave the
User and Passwerd fields empty and click the Login bueten. Fer further information, including hew & bunch applications direcly
with saummatic 550 bgin, please read the BASS Authenbcaton Guide here.

| Thiz page was ceated by the Ifyou expenience anydiScoulties logging inte  This is a U5, Government Computer System.

L5 Bureau of Land Management, BASS, please sontactyour Lses Before condnuing, please read this discdaimer
Matonal Operations Canter Represeniative br he applicaton you are prvacy sratement. and aaeprable vee policy
| Denver Federal Center irying 1o access. If you do not inow who your

| Denver, CO 80225 “‘_...-:i‘
Phone: 1-B00-BLM-HELP -

BLM HELP A
Download Adobe S=obat Reader b -gov
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DOI Smart Card Login

Note: IE (Internet Explorer) is required to login with a Smart Card in BASS.

1.

Insert your Smart Card in your PC

2. Click “User SmartCard” (leave User and Password fields blank)

Internal Production

WARNING TO USERS OF THIS SYSTEM

THIS IS A NOTICE OF MONITORING CF THE DEPARTMENT OF THE INTERICR (DOI) INFORMATION SYSTEMS.
This computer system, including all related equipment, networks, and network devices
tincluding Internet access), is provided by the Department of the Interior (DOI} in accordance
with the agency policy for official use and limited perscnal use.

All agency computer systems may be monitored for all lawful puvposes, including but not limited to,
ensuring that use is authorized, for management of the system, to facilitate protection against
unauthorized access, and to verify security procedures, survivability and operational security

Any information on this cosputer system may be examined, recorded, copied, and used for aathorized
purposes at any time. All information, including persoral informaticn, placed or sent cver this
syatem may be monitored, and users of this system are veminded that auch monitoring does coour.
Therefore, there should be no expectation of privacy with respect to use of this system.

By logging into this agency camputer system, you acknowledge and comsent to the menitoring of
this system. Evidence of your use, authorized or unauthorized, collected during monitoring may
be used for civil, criminal, administrative, or other adverse action. Unauthorized or illegal
use may subject you to prosecution.

[ Cogin [ User SmartCard

DOI LSERS ONLY: BASS mow suppases SSO (Single Sign-On) bgin wi quiring 2 usemame and passwerd. To iog in leave the
User and Possword fields empty and ciick the Login For o ation, including how ® 8unch appiications drecly
with aummatic S50 bgin, pkase read the BASS Aut on G

Hyou sxparisnce anydiScuities egging Wt Thiz is 3 U.S. Governmant Computer System,
BASS, plesse contactyour User Before contnuing. please read this discaimer,
Rivacy SREmeEnt. acsgtable use ooy

Representative br he application you are
tring to access. If you do not inow who your
UsmrRepresentative is plaass contact 1-800-
BLMHELP

Downlcad Adobe Acrobat Reader

Windows Security
Smart Card

Please enter your PIN.

M‘H

Click here for more information

Any infomatic| _
t 5

=l ok Cance

Therefore, the

By logging into this agency computer system, you acknowledge and comsent to the momitoring of
this system. Evidence of your use, authorized or unauthorized, collected during monitoring may
be used for civil, criminal, administrative, or other adverse action. Unauthorized or illegal
use may subject you to prosecution.

If a Smart Card login attempt fails then DOI users should attempt to change their backup method to Active
Directory (AD) Login, or BASS password. If you are unable to login, please submit a BLM National Help
Desk Remedy ticket (4357) for additional assistance.
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BASS or Active Directory (AD) login

1. Enter BASS or Windows Active Directory username in User field and password in Password field
2. Click “Login”

Internal Production

WARNING TO USERS OF THIS SYSTEM

THIS IS A NOTICE OF MONITORING CF THE DEPARTMENT OF THE INTERICR (DOI) INFURMATION SYSTEMS.
This compater system, including all related equipment, networks, and network devices
(including Internet access), is provided by the Department of the Interior (DOI) in accordance
with the agency policy for official use and limited paracnal use.

All agency computer systems may be monitored for all lawful purposes, including but not limited to,
ensuring that use is authorized, for management of the system, to facilitate protection against
unauthorized access, and to verify security procedures, survivability and operaticnal security

Any information on this cosputer system may be examined, recorded, copied, and used for aathorized
purposes at any time. All information, including personal informaticn, placed or sent over this
syatem may be monitored, and users of this system are reminded that auch monitoring does cccur.
Therefore, there should be no expectation of privacy with respect to use of this system.

By logging into this agency camputer system, you acknowledge and comsent to the menitoring of
this system. Evidence of your use, authorized or unauthorized, collected during monitoring may
be used for civil, criminal, administrative, or other adverse action. Unauthorized or illegal
use may subject you to prosecution.

User:

Password:
[ Cogin [ User SmartCard

DOI LSERS ONLY: BASS mow supporrs SSO (Single Sign-On) b quiring 3 usemame and password. To log in leave che
User and Passvord fielck empty and clik s Logn buon. For f i inchuig howt  5tech appications drecdy
vith Jummatie S50 bgin, please read the BAS: i

you sipenience snydiSculies ssging mto  This is 8 U.S. G 3
ey Slease contact your Lser Betars ciinbing. pieass med tils diz eica:
Represntative br he applicaonyouare  Rvacy mamment. and aceptable use policy
trying 1o access. If you do not inow who your

rens o e es R TR
Download Adobe Acrobat Reader

Deparm ent of the Interior

If you are unable to login with any of the method above, please submit a BLM National Help Desk Remedy
ticket for additional assistance. Non-DOI users will need to call 1-800-BLM-HELP (4357) to submit a ticket;
please provide your BASS ID with your ticket request to help expedite the request; non-DOI users please
provide your BASS ID with your ticket request to help expedite the request.
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DOI Smart Card / Active Directory Authentication Configuration

1. Insert your Smart Card in your PC
2. Click Login (leave User and Password fields blank)

If a SSO login attempt fails then DOI users should attempt to change their backup method to Smart Card,
Active Directory (AD) Login, or BASS password. If you are unable to login, please submit a BLM National

Help Desk Remedy ticket 1-800-BLM-HELP (4357) for additional assistance.

Internal Production

WARNING TO USERS OF THIS SYSTEM

THIS IS A NOTICE OF MONITORING OF THE DEPARTMENT OF THE INTERICR (DOI) INFORMATION SYSTEMS.
This system, including all related equi s . and network devices
{including Internet acocess), is provided by the Department of the Interior (DOI) in accordance
with the agency policy for official use and limited peracnal use.

All agency computer systems may be monitored for all lawful purpcses, including but not limited to,
ensuring that use is authorized, for management of the system, to facilitate protection againat
unautherized access, and to verify security procedures, survivability and operatienal security.
Any information on this computer system may be examined, recorded, copied, and used for authorized
purposes at any time. All information, including personal information, placed or sent over this
system may be monitored, and users of this system are reminded that such monitoring does occur.
Therefore, there should be no expectation of privacy with respect to use of this system.

By logging into this agency computer system, you acknowledge and consent to the monitoring of
this system. Evidence of your use, authorized or unauthorized, collected during monitoring may
be used for civil, criminal, administrative, or cther adverse action. Unauthorized or illegal
use may subject you to prosecution.

ogin ——
User:

Password:
| Cogin [§ ™ User SmartCard

DOI USERS ONLY: BASS row supporrs S50 (Single Sign-On) bgin without requiring 2 usemame and password. To log in leave the
User and Passwerd fields empty and elick the Login busten. Fer further informatien, including how © Bunch appiicatiens direetly
with aummatic S50 login, please read the BASS Authenticabon Guide b

This page was ceated by the Ifyou experience anydiSculties logging o This is a U.S. Government Computer System.
.S Bureau of Land Msnagement, BASS, pleass contact your User Before contnuing, please read this dischaimer,
National Operations Center Representative br he applicaton you are nrvacy satement, and 1 licy:
Dernver Federal Centar trying to access. I you do not mow who your
Denver, CO 80225 Usr Represeniative is please contact 1-800-

#
Phone: 1-800-BLM-HELP s “T g
Download Adobe Acrobat Reader UL A.gOV
]

Caverrmant \d Wada Eany

Deparmment of the Interior

3. Access the My Profile Tab
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) % | @ hetps:jjueb.bass bim.doi.neti5e01 fbas

O =1 B ||| x | [ iational Portal = Home

ile Edt View Favorites Tools Help

““BLM Application S

My Applications My Profile Edit Users.

User: TDIAL

Email: [dial@blm gov

[Save]
Action: | Please Select An Action -~

Lig iimocop4v000002 - Remote Desktop Connection
é BLM Application Security System - Windows Internet Explorer

From the Action field drop-down box, select “Change Authentication Type”.

- |;,—‘ https:/jweb.bass. bim. doi.net: 8601 /bassz basslogin, do

Dj 4 [[#2f| x ¥ Mational Portal - Home

Edit Wiew Favorites Tools  Help

User: TDIAL

Email: |tdia|@b|m.g ov

[Save || Cancel |

Action: | Please Select &n Action =]
Please Select An Action

Login History
|Launch History
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5. Once the Action field is changed, the Authentication Type box will display. From the Authentication
Type field drop-down box, select “Internal BASS Smart Card” if you have a Smart Card or your
agency’s Active Directory option if not.

BLM Application Set

y Applications My Profile Edit Users

User: TDIAL

Email: Itd\al@b\m.gov P ———

Your current authentication type is Active Directory - BLM

| Save | | Authentication Type: [Iniemal BASS Smert Card =]
Flease Select
Action: I Change Authentication Type [+ I ictive Directory -

Active Directory -
Active Directory -
|Intemal BASS Password

6. If the Authentication field is changed to Smart Card, the Enable Smart Card button will display. Click
the Enable Smart Card button.

5 BLM Application Security System - Windows Internet Explorer

My Applications

User: | TDIAL
Emait lildla\@blmgov Your current authentication type is Active Directory - BLM
Authentication Type: mal BASS Smart Card
Cancel
m;‘ Enable SmartCard
Action: [ Change Authentication Type v
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7. If the Authentication field is changed to Smart Card, a pop-up window will prompt the user to enter
the PIN number associated with the Smart Card credentials. Click OK

Windows Security

Smart Card

Please enter your PIN.

“fm

Click here for more information

Any infomatic|
purposes at ar| oK
system may be &
Therefore, the

Cancel

By logging into this agency computer system, you acknowledge and consent to the momitoring of

this syatem Evidence of your use, authorized or unauthorized, collected during monitoring may
be used for civil, criminal, administrative, or other adverse action. Unauthorized or illegal

use may subject you to prosecution.

8. Click the Save button and click Logout.

5 BLM Application Security System - Windows Internet Explorer

ul Your browser has ... | (= Application detail... | (= BLM Applicatio... X

BLM Appllcatlon' Scuny oy
o TR T v

User:  TDIAL
emai [diol@bimgoy | Your cument suthentiaton type s Active Directory - BLM
Authentication Type: [Intemal BASS Smart Card =

—m —I Enable SmartCard
Action: | Change Authentication Type =

9. If the Authentication field is changed to Smart Card, confirm the Smart Card works by logging back
into the BLM Application Security Sytem.

10. Verify that the preferred login works properly.
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