BASS- Change Authentication Type Guide

The BLM Application Security System (BASS) now supports Smart Card Authentication through the validation
of a users Smart Card and PIN to access the user’s applications. Prior to authenticating the card, users must
first edit their profile, change the authentication type, and click the Enable the Smart Card button. This guide
will provide step-by-step instructions on how to change the authentication type to enable Smart Card

Authentication to gain entry to BASS. PLEASE NOTE: Smart Card functionality is
only available in Internet Explorer or while using

Authenticati . )
Smart Card Authentication the "IE Tab" extension in Chrome.

1. Login using your BASS AD Username and Password

Internal Production

WARNING TO USERS OF THIS SYSTEM

THIS IS A NOTICE OF MONTTORING OF THE DEPARTMENT OF THE INTERIOR (DOI) INFORMATION SYSTEMS.
This computer system, including all related equipment, networks, and network devices
{including Internet access),is provided by the Department of the Interior (DOI) in accordance
with the agency policy for official use and limited personal use.

All agency computer systems may be monitored for all lawful purposes,including but not limited to,
ensuring that use is authorized, for management of the system,to facilitate protection against
unauthorized access, and to verify security . Survivability and 1 security.
2ny information on this computer system may be examined, recorded,copied and used for authorized
purposes at any time. All information,including personal information, placed or sent over this
system may be monitored, and users of this system are reminded that such monitoring does occur.
Therefore, there should be no expectation of privacy with respect to use of this system.

By logging into this agency computer system, you acknowledge and consent to the monitoring of
this system. Evidence of your use, authorized or unauthorized, collected dUring monitoring may
be used for civil, criminal, administrative, or other adverse action. Unauthorized or illegal
use may subject you to prosecution.

User: —
Password: |

2. Access the My Profile Tab

) % [ ttps:ijneb bass bim.doinetiaco n.do 2| G |{ 42 || x | (S Netional Portai ~Home
Edit View Favorites Tools Help

““BLM Application Set

My Applications My Profile Edit Users.

User: TDIAL

Email: |tdial@blm.gov

{Save |
Action: | Please Select An Action =
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3. From the Action field drop-down box, select “Change Authentication Type”.
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User: TDIAL

Email: [idial@blm.gov

[Save |
Action: | Please Select An Action hd
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4. Once the Action field is changed, the Authentication Type box will display. From the Authentication
Type field drop-down box, select “Internal BASS Smart Card”.

My Profile
User: TDIAL
Email: [tdial@blm gov

Your current authentication type is Active Directory - BLM

| Save | Authentication Types |Intemal BASS Srart Card 2]
Flease Select
Action: | Change Authentication Type -I Betive Directory
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5. Once the Authentication field is changed, the Enable Smart Card button will display. Click the Enable
Smart Card button. A pop-up window will prompt the user to enter the PIN number associated with
the Smart Card credentials. Click the Save button and logout.
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6. Confirm the Smart Card works by logging back into the BLM Application Sytem. Insert your Smart
Card then click the User Smart Card button. They system will ask for your six-digit PIN then you will
be directed to the My Applications tab to access your available applications.
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